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New technologies...new challenges
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New reactor concepts => Digitalization => New architectures New technologies => Quantum computing
Significantly different requirements and new vulnerabilities Adversaries now have access to new tools
than existing fuel cycle facilities with unprecedent capabilities
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Goals & Objectives

Goal: Experimentally validate semi-autonomous control and
demonstrate its use in PUR-1.

Objectives:

1. Develop a modular digital twin platform with various levels of
automation using a remote workstation with Al/ML algorithms

2. Train Al/ML using physics-based microreactor models and real-
time digital operation data collected from PUR-1

3. Perform testing and evaluate performance
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Semi-autonomous Architecture
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Towards a Real-Time Cyber-Physical Digital Twin

> Digital/Cyber
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Towards a ReaI -Time Cyber-Physical Dlgltal Twin

oT/IT Comms
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Towards a ReaI -Time Cyber-Physical Dlgltal Twin
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Towards a Real-Time Cyber-Physical Dlgltal Twin
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Digital/Cyber Remote Station
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Actuator control
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Installing and Testing AMDR

Actuato
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Datasets for Benchmarking

Dataset #1 Dataset #2 Dataset #3
e §§ Raw e \| O rmall
Low power Gang lower
High power ‘e Curated ‘e Abnormal
. SCRAM
Transient
Start-up
Power change File data format
NFD-3-PWR NFD-4-FLUX §S1-POSITION
Full cycle e} i i -3 M-
4.308e-885 GOOD % 2.9622 GOOD % -8.80895 GOOD cm
4,236e-005 GOOD % 2.8626 GOOD % -9.8895 GOOD om
e Shutdown
1 Shutdown.csv
2 Shutdown.txt .
3_Shutdown.xlsx File header
Point # : Point Name Database Point Type Point Description
Rod worth Point 1: RAM-POOL-LVL URL Analog Input  POOL TOP RAM LEVEL
Point 2 : MNFD-1-CPS PUR1 Analog Input CH 1 LOG WIDE RANGE
Point 3 : NFD-1-CR PUR1 Analog Input CH 1 FLUX CHANGE RATE
Point 4 : NFD-2-L0G PURL Analog Input (CH 2 LOG POWER
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Semi-autonomous Architecture
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