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IT cybersecurity alone cannot protect the physical layer
OT security often overlooks cyber as a source of unsafe control actions
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Formal methods approaches enable modeling of complex systems and
verifying their properties
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Verifying that the model complies with security properties
achieves specified secure-by-design goals
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Exploring the state space yields unsafe control actions that result in harm.
Safer, more secure controllers can then be designed.
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Homomorphic encryption enables better
command control and communications systems
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If we do these things well, we can improve the security of command,
control, and communication systems, AND reduce the cost of development
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Better system verification tools yields secure-by-design control systems,
improved safety, security, and — done right — a better design process
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